Chapter XV – Appendix I

CITY OF ROSWELL
INFORMATION TECHNOLOGY ACCEPTABLE USE POLICY

1.0 [bookmark: chap_15_IT_overview]Overview

[bookmark: chap_15_purpose]Information Technology (IT) resources are highly valuable and mission-critical to the City of Roswell’s ongoing operation.  IT resources include, but are not limited to, all computer, network and telecommunications equipment; software, operating systems, data and storage media; and network accounts providing access to e-mail, Internet/Intranet, remote access and other services and systems funded by the City or available through equipment owned or leased by the City.  These resources are the property of the City of Roswell and are to be used for business purposes serving the interests of the City and its citizens. 

2.0 Purpose

This document establishes guidelines, requirements and limitations governing the acceptable use of City-provided Information Technology (IT) resources.  This policy exists to protect the user and the City of Roswell. Inappropriate use of IT resources exposes the City to risks including compromise of network and system security, loss and/or theft of data, and legal liability.  It is the responsibility of every user to know these policies and to conduct their activities accordingly.

[bookmark: chap_15_scope]3.0 Scope

This policy applies to all City of Roswell employees, consultants, vendors, contractors, interns, volunteers, students and others (hereinafter referred to as "users") who use the IT resources of the City of Roswell. 

[bookmark: chap_15_policy]4.0 Policy

4.1 General Use of IT Resources

Acceptable use of IT resources conforms to the purpose, goals, and mission of the City and to each user's duties and responsibilities.

Acceptable use includes, but is not limited to the following:

· Communicating and exchanging information in a manner directly related to the mission, charter, and work tasks of the City in direct support of work-related functions or collaborative projects;
· Communicating with vendors on products used or being considered for use by the City, either to investigate use of their product or to receive help in using their product;
· Communicating and exchanging information for professional development or to maintain job knowledge; and
· Researching and gathering information in support of the City's governmental duties.

[bookmark: unacceptable]Unacceptable use of IT resources can be defined generally as activities that do not conform to the purpose, goals, and mission of the City or to each user's duties and responsibilities. Any use that is questionable should be avoided. When in doubt, seek clarification with a Department Head or designee prior to pursuing the activity.
[bookmark: music]
Notwithstanding the foregoing, limited and intermittent use of City of Roswell IT resources for personal (non-business related) use is acceptable; provided that, all such use must be reasonable, must not interfere with any user’s performance of his/her duties and responsibilities, must not be for entertainment purposes, and must otherwise comply with the provisions set forth elsewhere within this policy.

Unacceptable use includes, but is not limited to the following:

· Seeking or gaining unauthorized access to City of Roswell network resources or to external resources;
· Destroying or damaging the integrity of computer based information;
· Compromising the privacy and/or security of users;
· Disrupting the functions of City of Roswell networks or other computer resources, including, but not limited to, propagation of worms or viruses or other debilitating programs;
· Utilizing Peer-to-Peer (P2P) file-sharing applications that negatively impact network security and resources;
· Conducting or participating in illegal activity;
· Violating City of Roswell policies;
· Circumventing legal protection provided by copyright and license to programs and data;
· Conducting or promoting commercial or private/personal business enterprises or products;
· Engaging in political lobbying;
· Supporting or soliciting on behalf of non-City sponsored organizations, etc., not related to the City of Roswell;
· Transmitting unsolicited commercial, religious or charitable information (i.e. junk mail, advertising, etc.) that does not specifically pertain to a City-sponsored program or event;
· Transmitting material that may be deemed offensive to its recipient or any other party;
· Viewing, transmitting, or receiving sexually explicit material;
· Advocating racial, ethnic, religious, or gender-based slurs;
· Threatening or harassing others;
· Gossiping or spreading rumors;
· Sending, receiving, or reviewing jokes, cartoons, or chain letters;
· Playing games, including sports pools, rotisserie leagues, or similar activities;
· Visiting or participating in chat rooms or web logs (“blogs”);
· Passing off the user’s own views or opinions as representing those of the City of Roswell;
· Searching for employment; 
· Viewing personals and/or dating-related services;
· Subscribing to listservs for non-business related reasons;
· Conducting or participating in fraudulent activity, including forgery or impersonation;
· Violating any Local, State or Federal laws; and
· Any activity that brings discredit to the City of Roswell; and
· Other uses deemed to be inappropriate by the City Administrator.

All City departments are responsible for the use of IT resources by their users. City departments have the responsibility to ensure that usage of City-provided IT resources serve legitimate government functions and purposes.
[bookmark: chap_15_privacy]
4.2 Privacy

[bookmark: acceptable]While the City of Roswell desires to provide a reasonable level of privacy, usersUsers should be aware that the data they create, regardless of their physical location or the form in which they are maintained, remains the property of the City of Roswell.  The City of Roswell reserves has the right to access and disclose all messages and other electronic data, sent over its e-mail system or stored in its files, for legal and audit purposes. Users should be aware that electronic records are subject to the mandatory public disclosure requirements of the Georgia Open Records Act, subject to the exceptions under the Act.

All computer and phone-based communications, including email, Internet access, instant messaging, and phone/cell-phone calls are centrally logged for every connection to internal and external resources.  For security and network maintenance purposes, authorized individuals within the City of Roswell may monitor equipment, systems and network traffic at any time.  The City of Roswell reserves the right to audit all networks and systems on a periodic basis to ensure compliance with this policy. 

[bookmark: chap_15_internet_intranet]4.3 Internet/Intranet, E-mail and Messaging

Intranet access and internal City of Roswell e-mail services are available to all users by default, unless access is specifically denied. 

Internet access and external e-mail services are available to all users on a request-only basis and only with Department Head approval.

All web browser home pages will be centrally and automatically set to the City’s Intranet site at http://intranet.ci.roswell.ga.ushttp://intranet.ci.roswell.ga.us.

[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Limited and intermittent use of Internet and E-mail resources for personal use includes, but is not limited to the following:

· Accessing a personal, web-based, E-mail account such as Hotmail, YahooMail, Gmail, etc.
· Accessing a news-related website such as ajc.com, cnn.com, etc.
· Accessing a personal, online banking account
· Ordering flowers online for a special occasion
· Sending a quick message to a family member or friend
· Checking weather and travel conditions

When not in active use, users should close Internet sessions so that their individual usage data is correctly reported.

The following e-mail specific limitations and responsibilities must be observed:

· [bookmark: telnet]Users must use extreme caution when opening e-mail attachments received from unknown senders, which may contain viruses, spyware and/or other malware. 
· Whenever possible, avoid sending e-mails with attachments larger than 10MB.  For internal correspondence, it is preferable to place the document in a shared network location and reference the file location in the e-mail. 
· The City of Roswell realizes that we have little control over communications received, especially those received from unsolicited sources. Any unsolicited electronic correspondence (SPAM) received should be disposed of accordingly, typically by deleting it from your mailbox.
· Messages to the “All” email distribution list within the City of Roswell should not be sent unless they are needed to inform employees of official messages, such as building operations issues, IT issues and messages to employees from Mayor and Council, Human Resources, the Finance Department and the City Administrator. Unacceptable use of email to “All” include messages pertaining to City events or programs and general interest messages.  These types of messages should be sent to the Community Information office or designee to be posted on the Intranet.

Messaging or Instant Messaging can be an efficient internal communications tool, but it can also create significant security issues when communicating with external sources.  For all internal messaging, users must use the official Microsoft Communicator internal messaging application.  Messaging applications such as AOL Instant Messenger (AIM), Yahoo Messenger, etc., are not supported and outbound use of these applications will be blocked.

[bookmark: chap_15_network_user_accounts]4.4 Network User Accounts and Password Security
      
All users accessing the network or using any IT resource must do so with a unique network user account and password.  In order to preserve accountability, individual network user accounts may not be shared amongst multiple users, nor may generic or group logins be utilized.  Each user is responsible and accountable for the activities and resources that are performed or accessed by their individual network user account.  In the event that a shared or generic account must be utilized due to special circumstances, that account will have neither Internet access, E-mail access nor any other non-local PC permissions.  All non-permanent network accounts such as those utilized by vendors, contractors, and interns will be configured to automatically expire every 90 days.  These accounts may be reactivated for an additional 90 days as needed.

Passwords are an essential component of computer security and are the front line of protection for network user accounts.  Failure to maintain password security will result in disciplinary action up to and including termination, since a poorly chosen password may result in the compromise of the City of Roswell's entire network. 

All City of Roswell users are responsible for taking the appropriate steps, as outlined below, to select and secure their passwords:

· All user network passwords must be changed every 90 days;
· All user network passwords must be at least 8 characters long;
· All user network passwords must use a combination of at least one number and one letter;
· Passwords must not be inserted into email messages or other forms of electronic communication;
· Do not write passwords down or store them anywhere in your office;
· Do not store passwords in a file on ANY computer system without encryption;
· Do not share passwords with anyone, including administrative assistants or supervisors;
· If someone demands a password, refer them to this document or have them call IT;
· If you give your password to IT staff it must be changed as soon as assistance is completed; and
· If an account or password is suspected to have been compromised, report the incident to Help Desk so that we may assist with an immediate password change.

One helpful method of selecting a secure password is to choose a word and substitute certain letters with numbers.  For example, the password cityofroswell could be changed so that the letter “o” is substituted with a zero, yielding city0fr0swell as a secure, yet still memorable password.

[bookmark: chap_15_personal_computer]4.5 Personal Computer/Laptop Operation

[bookmark: OLE_LINK2][bookmark: OLE_LINK5]In order to maintain security and manageability of the PC/Laptop environment the following limitations and responsibilities must be observed:

· PC/Laptops must be specified, approved, deployed and serviced by the IT Department;
· No user owned PC/Laptop will be allowed to connect to the City’s network;
· No user will have Administrator privileges on a City PC/Laptop unless approved by the IT Director;
· No user will download or install software on a City PC/Laptop without contacting IT for assistance;
· No user owned software or hardware will be installed on a City PC/Laptop;
· All users must logout or lock their PC/Laptop (CTRL+ALT+DELETE) whenever leaving their work session in order to protect their personal network account from unauthorized access;
· All important data should be saved to network locations such as User, Public, and Departmental drives where centralized backups can protect them, since data stored on the PC/Laptop is not protected against loss; and
· [bookmark: chap_15_remote_access][bookmark: OLE_LINK1]Any theft or loss of a PC/Laptop City-issued electronic device must be reported to IT immediately, as these devices can provide access to the City of Roswell’s network and other IT resources.

4.6 Remote Access
           
Approved users may utilize the benefits of remote access to the City of Roswell’s internal network via Virtual Private Network (VPN) connections in order to perform work-related functions from an off-site location such as the home or while traveling.  These connections may utilize traditional broadband access such as DSL or cable, or wireless technologies such as WiFi, EV-DO or HSDPA.  

In order to minimize the potential exposure to the City of Roswell from damages which may result from unauthorized remote access the following limitations and responsibilities must be observed:
             
· [bookmark: OLE_LINK9][bookmark: OLE_LINK10]When using remote access technology with personal equipment, users must understand that their machines are an extension of the City of Roswell's network and are subject to the same rules and regulations that apply to all City of Roswell IT resources;
· All computers that are connected to the City of Roswell’s internal network via remote access technologies must use up-to-date anti-virus software;
· Connection information, such as passwords or encryption keys and certificates, may not be shared with anyone, including family members;
· It is the responsibility of users with remote access privileges to ensure that unauthorized users are not allowed access to City of Roswell internal networks from their off-site computer;
· Users of computersdevices that are not the property of the City of Roswell must configure the equipment to comply with City of Roswell's remote access procedures; and
· At those locations where City-managed WiFi (802.11) is available, only City of Roswell PC/Laptops will be allowed access; currently, user owned PC/Laptops cannot be properly secured to meet acceptable network security standards.

4.7 [bookmark: chap_15_cellular_phones]Cellular Phones and Personal Communication Devices

Approved users of cellular phones, BlackBerry’s or other Personal Communication Devices (PCD), such as handheld wireless devices, two-way radios, and laptop wireless cards must understand that these devices are an extension of the City of Roswell's network and must therefore be treated like any other IT resource, such as a PC or laptop.

In order to maintain security and manageability of the cellular phone and PCD environment the following limitations and responsibilities must be observed:

· Cellular phones and PCDs must be specified, approved, deployed and serviced by the IT Department;
· User owned PCDs/PDAs and corresponding software may be installed on PC/Laptop with IT approval and assistance, however no guarantee of interoperability with other IT resources should be expected; 
· [bookmark: OLE_LINK6]Files containing confidential or sensitive data may not be stored in PCDs unless protected by approved encryption; and
· Any theft or loss of a cellular phone or PCD must be reported to IT immediately, as these devices can provide access to the City of Roswell’s network and other IT resources.

[bookmark: chap_15_enforcement]5.0 Enforcement

Before access to any IT resource is granted the user must sign the attached release form signifying the user’s familiarity and acceptance of this policy.  

Each City Department is responsible for their users’ compliance with the provisions of this policy. When an instance of non-compliance with this policy is discovered or suspected, the department shall proceed in accordance with City of Roswell personnel policies. Complaints about unacceptable use should be promptly reported to the immediate supervisor.  Such reports shall be taken seriously by the supervisor and carefully investigated.  

Suspension of service to users may occur when deemed necessary to maintain the operation and integrity of the City’s network.  Network user accounts and password access may be withdrawn without notice if a user violates the IT Acceptable Use Policy.  

All provisions of this policy are deemed rules of the City of Roswell and violation of any will result in disciplinary action in accordance with the City of Roswell Personnel Manual up to and including termination of employment.  Criminal or civil action against users will be initiated when laws are violated.

[bookmark: chap_15_addendum_internet_use]6.0 Revision History

Created on 1/07/2007	Ross Carlson

6.0 I, the undersigned, have received the City of Roswell’s Information Technology Resources AcceptableInternet Use Policy.  I understandand Online Social Networking 

It is essential for every employee of the City of Roswell to recognize that the proper functioning of any government agency relies upon the public’s confidence and trust in the individual employees and the City of Roswell to carry out the public function. Therefore, any matter which brings individual employees or the City of Roswell into disrepute has the corresponding effect of reducing public confidence and trust in the City, thus, impeding the ability to work with and serve the public. 

Professionalism is the most significant factor in high level performance which in turn builds public confidence and trust. Employees have the right to use personal/social networking pages or sites; however, as public employees of the City of Roswell, they are held to a higher standard than the general public with regard to standards of conduct and ethics. 

The policy of the City of Roswell is to maintain a level of professionalism in both on-duty and off-duty conduct that fulfills the mission of the City. Any publication, through any medium which is potentially adverse to the operation, employee morale, reputation or efficiency of the City of Roswell will be deemed a violation of this policy could.

The Internet, blogs, twitter, social networking sites and any other medium of electronic communication will not be used in a manner which is detrimental to the mission and function of the City of Roswell.  

The following is a list of the types of communication medium this policy is addressing.  The list provides examples for informational purposes only and but is not limited to: does not limit application of the policy to what is cited.
· Social networking sites such as: Facebook, My Space, MyLOL, and BlackPlanet
· Business networking sites such as: Linkedin, Ecademy, Fast Pitch, and Plaxo
· Blogs (Web Logs and Microblogs) such as: Blogster, LiveJournal, Open Diary, and Twitter
· Photo sharing sites such as: Flickr, Fotolog, and DailyBooth
· Video sharing sites such as You Tube
· Email discussion lists (available through many e-mail providers)
· Newsgroups (available through many e-mail providers)

Employees of the City of Roswell are prohibited from posting, or in any other way broadcasting, without prior approval from the City Administrator or designee, the business of the City of Roswell. This does not include employees that are authorized to post on the City’s official communication sites.  These include but not limited to:  
· Photographs/images relating to any official business of the City of Roswell.
· Video or audio files related to any official business of the City of Roswell.
· Video, audio, photographs, or any other images, etc., which memorialize an official action of the City of Roswell.
· Logos/uniforms/badges or other items which are symbols associated with the City of Roswell.
· Any other item or material which is identifiable to the City of Roswell.

All comments on City of Roswell official social media sites, including department sites, are managed by the City’s Community Relations Division. Employees should not comment or post on the City’s official Social Media Pages on behalf of the City.

Employees of the City of Roswell who utilize personal social networking sites, blogs, twitter or other mediums of electronic communication in their off-duty time will maintain a separation of personal and professional activities so as not to broadcast in a manner which is detrimental to the mission and function of the City of Roswell.  

Employees will not use a social networking site or other medium of Internet communication to publicly criticize the City of Roswell’s policies, operations, or staff in a defamatory, obscene, unlawful, or untruthful manner.  Criticism that tends to impair the operation of the City of Roswell by reducing organizational efficiency and discipline is also prohibited.

Employees will not use a social networking site or other medium of communication to post or broadcast any materials which would be detrimental to the mission and function of the City of Roswell.

7.0 Internal Social Media

City employees may sign up to use the City’s approved internal social media tool. The City uses internal social media as a communication tool to further the City of Roswell’s mission and to create a dialogue between employees across the organization. When using the approved internal social media tool, employees must:
· Be thoughtful when commenting, but not profane, malicious, degrading or hurtful. 
· Not post comments of personal attacks, hate speech, or threats toward individuals, elected officials, religious figures, or other comment posters.
· Remember this is an online community for City of Roswell employees, not a means for individuals to solicit for donations or promote products or services outside of City of Roswell sponsored events or services.
· Respect differences, appreciate the diversity of ideas, and speak and conduct themselves in a professional manner at all times. 

Violation of this policy may result in disciplinary action in accordance with the City of Roswell’s Personnel Manual, up to and including termination of employment and that criminal or civil action may be initiated when State or Federal laws have been violated.


_______________________________		___________		____________________________
User Signature 					Date			User Printed Name




[bookmark: _GoBack]
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